

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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Documentation


Kubernetes resources

Backup Repository server is designed to be Kubernetes-first and Security-first.
Configuration of basic entities such as users and backup collections are done using YAMLs in Kubernetes syntax.

---
apiVersion: backups.riotkit.org/v1alpha1
kind: BackupCollection
# (...)

---
apiVersion: backups.riotkit.org/v1alpha1
kind: BackupUser
# (...)





Check examples of Kubernetes YAMLs:


	kind: BackupUser


	kind: BackupCollection


	kind: Secret (secrets referenced in above examples for kind: BackupUser and kind: BackupCollection)




Your server instance can be configured using those YAML’s basically, the rest are highly dynamic changing data that is configured via API, it includes Authentication keys and Uploaded backup versions that are rotating



Installation

Read more about how to install Backup Repository.



API

Interactions with server are done using HTTP API that talks JSON in both ways, and identifies with JWT.


Users and Authentication



Permissions



Collections



Administrative



Clients




Development


Developer guide




Security and support

There is no commercial support, this is a community project.


List of maintained versions






          

      

      

    

  

    
      
          
            
  
Backup upload & download

The server is accepting uploaded files using an HTTP endpoint in standardized format, check out the API docs for upload endpoint before proceeding.


~ Basic usage with cURL


	Receive authorization token to sign requests




curl -s -X POST -d '{"username":"admin","password":"admin"}' \
    -H 'Content-Type: application/json' \
    'http://localhost/api/stable/auth/login' | jq '.data.token' -r






	Copy generated token (or export to variable in script)


	Upload a file or a piped stream




curl -vvv -X POST -H 'Authorization: Bearer {{put-token-here}}' -F "file=@./archive.tar.gz.asc" 'http://localhost/api/stable/repository/collection/iwa-ait/version'






	Download file (restoring a backup)




curl -vvv -X GET -H 'Authorization: Bearer {{put-token-here}}' 'http://localhost/api/stable/repository/collection/iwa-ait/version/latest' > ./my-file.tar.gz.asc






FAQ: How do I encrypt a file?

gpg --encrypt -r test@riotkit.org ./archive.tar.gz







FAQ: How do I create GPG keys?

Setup a GPG keyring: https://linuxhint.com/gpg-command-ubuntu/




~ Backup Maker [https://github.com/riotkit-org/br-backup-maker]

This is an official client for Backup Repository, it automates GPG operations almost transparently to the user and performs all operations on buffers to be
lightweight.


Backup

export BM_AUTH_TOKEN="some-token"             # JWT token
export BM_COLLECTION_ID="111-222-333-444"     # collection name/id

backup-maker make --url https://example.org \
    -c "tar -zcvf - ./" \           # backup command which output Backup Maker will send
    --key build/test/backup.pub \   # public key (or private) required to encrypt the file
    --recipient test@riotkit.org \  # target key recipient (usually is the same as key owner)
    --log-level info







Restore

export BM_AUTH_TOKEN="some-token"
export BM_COLLECTION_ID="111-222-333-444"
export BM_PASSPHRASE="riotkit"

backup-maker restore --url https://example.org \
    -c "cat - > /tmp/test" \
    --private-key .build/test/backup.key \    # to decrypt we need a PRIVATE KEY
    --recipient test@riotkit.org \
    --log-level debug







FAQ: How do I get public and private keys?


	Setup GPG keyring




https://linuxhint.com/gpg-command-ubuntu/


	Export keys




# public key
gpg --armor --export user@example.com > public_key.asc

# private key
gpg --list-secret-keys user@example.com  # list keys to find a id
gpg --export-secret-keys YOUR_ID_HERE > private.key










          

      

      

    

  

    
      
          
            
  
Installing


In Kubernetes

Before you begin make sure you have PostgreSQL and object storage.

We recommend those Helm Charts for PostgreSQL and object storage if you do not have one:


	PostgreSQL [https://artifacthub.io/packages/helm/bitnami/postgresql]


	Min.io [https://artifacthub.io/packages/helm/minio/minio]




Use Helm to import and install Backup Repository Helm Chart.

helm repo add riotkit-org https://riotkit-org.github.io/helm-of-revolution/
helm upgrade --install backups riotkit-org/backup-repository-server -n backup-repository --values values.yaml





Example values.yaml file:

secrets:
    BR_JWT_SECRET_KEY: "87GHq66A+uGkcn/AyxrnPYdd5F0XUmGlHsREbY3tcM4CpO6/dFL7z/057DHnp9nMdoYOpKxwYWrM9XyffjrBidm6/VCzfam9GwMlOac7TsidcTnSHG5IasPICb9bKE3h" # MANDATORY
    BR_DB_HOSTNAME: "postgres-postgresql.backup-repository.svc.cluster.local"
    BR_DB_PASSWORD: "putinchuj"
    BR_DB_USERNAME: "riotkit"
    BR_DB_NAME: "backup-repository"
    BR_DB_PORT: "5432"

env:
    AWS_SECRET_KEY: "wJaFuCKtnFEMI/CApItaliSM/bPxRfiCYEXAMPLEKEY"
    AWS_ACCESS_KEY_ID: "AKIAIOSFODNN7EXAMPLE"
    GIN_MODE: debug

ingress:
    enabled: true
    className: ""
    annotations: {}
    hosts:
        - host: backup-repository.example.org
          paths:
              - path: /
                pathType: ImplementationSpecific







Bare-metal, no Docker, no Kubernetes

Requirements:


	PostgreSQL


	Min.io or cloud storage





Setting up Min.io

Check Min.io quickstart [https://docs.min.io/minio/baremetal/#quickstart] for the instructions on how to prepare the storage instance.



Setting up PostgreSQL


	Install PostgreSQL [https://www.postgresql.org/docs/14/install-binaries.html]


	Configure pg_hba.conf [https://www.postgresql.org/docs/14/auth-pg-hba-conf.html] to make sure you can login using IP address instead of UNIX socket (Backup Repository uses TCP/IP connection mode)


	Create database [https://www.postgresql.org/docs/14/manage-ag-createdb.html]




Alternatively if you would like to use Docker to set up just the PostgreSQL, its easier:

docker run -d \
    --name br_postgres \
    -e POSTGRES_PASSWORD=postgres \
    -e POSTGRES_USER=postgres \
    -e POSTGRES_DB=postgres \
    -e PGDATA=/var/lib/postgresql/data/pgdata \
    -v $$(pwd)/postgres-data:/var/lib/postgresql \
    -p 5432:5432 \
    postgres:14.1-alpine







Setting up Backup Repository


	Download backup-repository binary from Releases tab [https://github.com/riotkit-org/backup-repository/releases] for selected stable version.


	Prepare configuration directory




Your configuration directory needs to have a proper structure. Every file is expected to be at given path according to the following pattern:

# for Backup Repository resources 
{.metadata.namespace}/{.apiGroup}/{.apiVersion}/{kind}/{.metadata.name}.yaml

# for Secrets and ConfigMaps
{.metadata.namespace}/{.apiVersion}/{kind}/{.metadata.name}.yaml





Example structure:

└── backup-repository
    ├── backups.riotkit.org
    │         └── v1alpha1
    │             ├── backupcollections
    │             │         └── iwa-ait.yaml
    │             └── backupusers
    │                 ├── admin.yaml
    │                 ├── some-user.yaml
    │                 └── unprivileged.yaml
    └── v1
        └── secrets
            ├── backup-repository-collection-secrets.yaml
            └── backup-repository-passwords.yaml






	Run unpacked binary




# min.io credentials
export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE;
export AWS_SECRET_ACCESS_KEY=wJaFuCKtnFEMI/CApItaliSM/bPxRfiCYEXAMPLEKEY;
	
./backup-repository \
    --db-hostname=127.0.0.1 \
    --db-port=5432 \
    --db-password=postgres \
    --db-user=postgres \
    --db-password=postgres \
    --db-name=postgres \
    --health-check-key=changeme \
    --jwt-secret-key="secret key" \
    --storage-io-timeout="5m" \
    --listen=":8080" \
    --provider=filesystem \
    --config-local-path=./my-config-directory \
    --storage-url="s3://mybucket?endpoint=localhost:9000&disableSSL=true&s3ForcePathStyle=true&region=eu-central-1"










          

      

      

    

  

    
      
          
            
  

          

      

      

    

  

    
      
          
            
  
Permissions

Users can be granted system-level permissions in kind: BackupUser, such permissions will apply to all objects in system.
Permissions can be overridden on object-level, for example in kind: BackupCollection

| Name              | Description                                         | Scope              |
|——————-|—————————————————–|——————–|
| userManager       | Use user managemet endpoints, lookup any users      | system             |
| collectionManager | Manage collection settings, upload, download        | system, collection |
| backupDownloader  | Upload to a collection                              | system, collection |
| backupUploader    | Download from a collection                          | system, collection |
| uploadsAnytime    | Can upload to collection outside Backup Window time | system, collection |
| systemAdmin       | Unlimited access                                    | system             |


BackupCollection example

---
apiVersion: backups.riotkit.org/v1alpha1
kind: BackupCollection
metadata:
    name: iwa-ait
spec:
    # ...
    accessControl:
        - userName: admin
          roles:
              - collectionManager







User example

---
apiVersion: backups.riotkit.org/v1alpha1
kind: BackupUser
metadata:
    name: iwa-backup-submitter
    namespace: backups
spec:
    # ...
    roles:
        - backupDownloader
        - backupUploader









          

      

      

    

  

    
      
          
            
  
Administrative API endpoints


GET /ready

Parameters:


	?code or header Authorization: ... to pass secret passphrase defined in server’s startup commandline switch --health-check-key




Example:

curl -s -X GET 'http://localhost:8080/ready'





Example response (200):

{
    "data": {
        "health": [
            {
                "message": "OK",
                "name": "DbValidator",
                "status": true,
                "statusText": "DbValidator=true"
            },
            {
                "message": "OK",
                "name": "StorageAvailabilityValidator",
                "status": true,
                "statusText": "StorageAvailabilityValidator=true"
            },
            {
                "message": "OK",
                "name": "ConfigurationProviderValidator",
                "status": true,
                "statusText": "ConfigurationProviderValidator=true"
            }
        ]
    },
    "status": true
}





Unauthorized response (403):

{
    "data": {},
    "error": "health code invalid. Should be provided withing 'Authorization' header or 'code' query string. Must match --health-check-code commandline switch value",
    "status": false
}





Example error response (500):

{
    "data": {
        "health": [
            {
                "message": "OK",
                "name": "DbValidator",
                "status": true,
                "statusText": "DbValidator=true"
            },
            {
                "message": "storage not operable: blob (key \".health-1646488208126295105\") (code=Unknown): RequestError: send request failed\ncaused by: Put \"http://minio.backup-repository.svc.cluster.local:9000/backups/.health-1646488208126295105\": dial tcp 10.43.153.2:9000: i/o timeout",
                "name": "StorageAvailabilityValidator",
                "status": false,
                "statusText": "StorageAvailabilityValidator=false"
            },
            {
                "message": "OK",
                "name": "ConfigurationProviderValidator",
                "status": true,
                "statusText": "ConfigurationProviderValidator=true"
            }
        ]
    },
    "error": "one of checks failed",
    "status": false
}







GET /health

Example response (200):

{
    "data": {
        "msg": "The server is up and running. Dependent services are not shown there. Take a look at /ready endpoint"
    },
    "status": true
}





500:

There is no error response, if the server is unhealthy then it will not respond, there will be a gateway timeout on reverse proxy or connection timeout on client side.





          

      

      

    

  

    
      
          
            
  
Collections HTTP & Kubernetes API


Kubernetes resources


Requirements


1) User

First thing that is required is a user (Learn here how to create one),



2) Created collection

Collection is almost constant, rarely changed, Kubernetes resource that defines a place how backups will be stored.

---
apiVersion: backups.riotkit.org/v1alpha1
kind: BackupCollection
metadata:
    name: iwa-ait
spec:
    description: IWA-AIT website files
    
    # when downloading a file its name will be constructed from this template
    filenameTemplate: iwa-ait-${version}.tar.gz
    
    # how many copies should be stored. Older backups are deleted according to the rotation strategy (see: strategyName attribute)
    maxBackupsCount: 5
    
    # how big could be one version. This is a SOFT limit, if (maxBackupsCount * maxOneVersionSize < maxCollectionSize) then remaining space could be allocated to a version
    # but then the collection's health check will raise alert that extra space was required to store a backup
    maxOneVersionSize: 1M
    
    # hard limit how many space all copies stored in this collection can take
    maxCollectionSize: 10M

    # optional: uploading backups can be only in those time slots. If slot is defined, but there was no backup copy stored in at least one of those slots, then collection's health check will raise an alert
    windows:
        - from: "*/30 * * * *"
          duration: 30m

    # rotation strategies
    # supported values:
    #     fifo: When a new backup copy is uploaded, then oldest is deleted - IF .spec.maxBackupsCount limit was reached.
    strategyName: fifo
    strategySpec: {}

    # backup collection endpoint should be secured with a secret, so only your monitoring software will be able to visit this endpoint
    # the `name` is a `kind: Secret` name, `entry` is a .data.{something} in that `kind: Secret`
    healthSecretRef:
        name: backup-repository-collection-secrets
        entry: iwa-ait

    # optional access control allows defining ranges of access for selected users, this is a kind of ACL
    # if user is not listed there, then user's global permissions are considered. User can be e.g. a global collection manager for all collections
    accessControl:
        - userName: admin
          roles:
              - collectionManager

---
apiVersion: v1
kind: Secret
metadata:
    name: backup-repository-collection-secrets
type: Opaque
data:
    # to generate: use echo -n "admin" | sha256sum
    iwa-ait: "8c6976e5b5410415bde908bd4dee15dfb167a9c873fc4bb8a81f6f2ab448a918"









HTTP API endpoints



GET /api/alpha/repository/collection/:collectionId/version

Lists currently stored copies of backups in a BackupCollection of specified collectionId.

Example response (200):

{
    "data": {
        "versions": [
            {
                "id": "62dde044-6bdc-48af-b291-1191d8d691cd",
                "collectionId": "iwa-ait",
                "versionNumber": 32,
                "filename": "iwa-ait-32.tar.gz",
                "filesize": 1019254,
                "uploadedBySessionId": "4e1a57bebab9a87faa413934015d9e2ae83cff39cce3b55b02a55e68392964b3",
                "user": "admin",
                "CreatedAt": "2022-02-26T20:29:05.23785+01:00",
                "UpdatedAt": "2022-02-26T20:29:05.23785+01:00",
                "DeletedAt": null
            },
            {
                "id": "13d0c9c9-1889-4258-9dde-b267f3f25d7d",
                "collectionId": "iwa-ait",
                "versionNumber": 33,
                "filename": "iwa-ait-33.tar.gz",
                "filesize": 1019254,
                "uploadedBySessionId": "4e1a57bebab9a87faa413934015d9e2ae83cff39cce3b55b02a55e68392964b3",
                "user": "admin",
                "CreatedAt": "2022-02-26T20:29:19.417054+01:00",
                "UpdatedAt": "2022-02-26T20:29:19.417054+01:00",
                "DeletedAt": null
            }
        ]
    },
  "status": true
}






Response attributes reference

| Attribute           | Description                                                                                                                                                                  |
|———————|——————————————————————————————————————————————————————————|
| versionNumber       | Version number, increases everytime a backup copy is uploaded. Does not decrease when old backup copies are deleted                                                          |
| collectionId        | Collection identifier allows to interact with collection using HTTP endpoints                                                                                                |
| uploadedBySessionId | Session identifier of a user. Everytime user asks for JWT token there is also a session identifier generated that allows to revoke a session, keep IP address of a requester |
| filesize            | Is a backup copy size in bytes                                                                                                                                               |
| user                | User login who uploaded backup copy                                                                                                                                          |




POST /api/alpha/repository/collection/:collectionId/version

Upload endpoint for a collection. Users with role backupUploader can upload files using this endpoint. Role can be assigned in scope of this collection or globally for all collections in the system.


Supported formats


	HTTP url encoded form (application/x-www-form-urlencoded or multipart/form-data), the form input name must be file


	Raw posted body




Example response (200):

{
    "data": {
        "version": {
            "id": "8ee3a487-0229-46fe-a8ce-5817c7f0f5b7",
            "collectionId": "iwa-ait",
            "versionNumber": 1,
            "filename": "iwa-ait-1.tar.gz",
            "filesize": 3057,
            "uploadedBySessionId": "9e39bd799f722a8339a29056b72c9ece57bba49f2b4d3414cd4112526ee30350",
            "user": "admin",
            "CreatedAt": "2022-03-30T08:52:51.691060767+02:00",
            "UpdatedAt": "2022-03-30T08:52:51.691060767+02:00",
            "DeletedAt": null
        }
    },
    "status": true
}








GET /api/stable/repository/collection/:collectionId/health

Exposes a health check endpoint for external monitoring software. The purpose of this endpoint is to allow given User to monitor its resources on a shared backups hosting.
Backup Repository assumes that it is multi-tenant and End-To-End encrypted, this leads to natural concept of autonomous monitoring of own resources on almost zero-knowledge storage.

Query string parameters:


	?code=... (optional, a header Authorization can be used instead. e.g. Authorization my-secret-code-in-plain-text)




Headers:


	Authorization my-secret-code-here if code not used in query string





Creating a secret to secure endpoint

---
apiVersion: backups.riotkit.org/v1alpha1
kind: BackupCollection
metadata:
    name: iwa-ait
spec:
# (...)
healthSecretRef:
    name: backup-repository-collection-secrets
    entry: iwa-ait
# (...)

---
apiVersion: v1
kind: Secret
metadata:
    name: backup-repository-collection-secrets
data:
    iwa-ait: "... base64 encoded password ..."





Example response (200):

{
    "data": {
        "health": [
            {
                "message": "OK",
                "name": "BackupWindowValidator",
                "status": true,
                "statusText": "BackupWindowValidator=true"
            },
            {
                "message": "OK",
                "name": "VersionsSizeValidator",
                "status": true,
                "statusText": "VersionsSizeValidator=true"
            },
            {
                "message": "OK",
                "name": "SumOfVersionsValidator",
                "status": true,
                "statusText": "SumOfVersionsValidator=true"
            }
        ]
    },
    "status": true
}







Response health checks reference

| Check                   | Description                                                                                                                                                                           |
|————————-|—————————————————————————————————————————————————————————————|
| BackupWindowValidator   | Activates when at least one Backup Window is defined. Checks if previous backup was made recently in at least one Backup Window iteration                                         |
| VersionsSizeValidator   | Fails when at least one collection element exceeds soft limit of single version filesize limit. This should be interpreted as your backup is growing and you should take action soon. |
| SumOfVersionsValidator  | Fails when all stored versions in summary are exceeding hard limit of collection max size                                                                                             |






          

      

      

    

  

    
      
          
            
  
Users and Authentication API


Before you begin

Every operation needs to be authenticated with a JWT (JSON Web Token) generated single-time.

The token can be passed within Authorization: Bearer token-here header of each request.

Tokens are generated by the login endpoint for a given pair of username and password. Username and password is defined by a kind: BackupUser in Kubernetes, see Kubernetes examples



User creation and authentication guide - step by step



POST /api/stable/auth/login

Example:

curl -s -X POST -d '{"username":"admin","password":"admin"}' -H 'Content-Type: application/json' 'http://localhost:8080/api/stable/auth/login'





Example response (200):

{
    "data": {
        "expire": "2032-02-25T00:32:56+01:00",
        "sessionId": "2d0aa5db61c02ea9a9d7fe6d768021aca98fff1fe75fe214a65ccd6926bb8b77",
        "token": "eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJleHAiOjE5NjEyNzgzNzYsImxvZ2luIjoiYWRtaW4iLCJvcmlnX2lhdCI6MTY0NTkxODM3Nn0.my0WXXMxKCetkomtzRDNIKLWUm4cJ2gxyUCkuAHT6M4"
    },
    "status": true
}





The .data.token from response is a session secret key, use it to authenticate next API requests using Authorization: Bearer token-here header.



GET /api/stable/auth/user/some-user

Displays information about user of given username.

Example:

curl -s -X GET -H 'Authorization: Bearer eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJleHAiOjE5NjEyNjMzOTUsImxvZ2luIjoiYWRtaW4iLCJvcmlnX2lhdCI6MTY0NTkwMzM5NX0.kV0baqRJ5DI-0ZSmES2zQTlIlNsd9RZz9DZvQYD7jDc' \
     -H 'Content-Type: application/json' \
     'http://localhost:8080/api/stable/auth/user/some-user'





Example response (200):

{
    "data": {
        "email": "user@riseup.net",
        "permissions": [
            "collectionManager"
        ]
    },
    "status": true
}





Other responses:


	403


	404






GET /api/stable/auth/whoami

Displays information about current session ad current user.

Example:

curl -s -X GET -H 'Authorization: Bearer eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJleHAiOjE5NjEyNjMzOTUsImxvZ2luIjoiYWRtaW4iLCJvcmlnX2lhdCI6MTY0NTkwMzM5NX0.kV0baqRJ5DI-0ZSmES2zQTlIlNsd9RZz9DZvQYD7jDc' \
     -H 'Content-Type: application/json' \
     'http://localhost:8080/api/stable/auth/whoami'





Example response (200):

{
    "data": {
        "email": "riotkit@riseup.net",
        "grantedAccess": {
            "CreatedAt": "2022-02-26T20:23:15.272127+01:00",
            "UpdatedAt": "2022-02-26T20:23:15.272127+01:00",
            "DeletedAt": null,
            "id": "4e1a57bebab9a87faa413934015d9e2ae83cff39cce3b55b02a55e68392964b3",
            "expiresAt": "2032-02-24T20:23:15.271405+01:00",
            "deactivated": false,
            "description": "Login",
            "requesterIP": "::1",
            "user": "admin"
        },
        "permissions": [
            "collectionManager",
            "usersManager",
            "systemAdmin"
        ],
        "sessionId": "4e1a57bebab9a87faa413934015d9e2ae83cff39cce3b55b02a55e68392964b3"
    },
    "status": true
}





Other responses:


	403






GET /api/stable/auth/logout

Allows log out own session, or session of other user (if user has access rights to do it).

Required roles:


	systemAdmin (if wanting to log out other user’s session)




Optional query string parameters:


	sessionId




Example:

curl -s -X DELETE -H 'Authorization: Bearer eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJleHAiOjE5NjEyNjMzOTUsImxvZ2luIjoiYWRtaW4iLCJvcmlnX2lhdCI6MTY0NTkwMzM5NX0.kV0baqRJ5DI-0ZSmES2zQTlIlNsd9RZz9DZvQYD7jDc' \
     -H 'Content-Type: application/json' \
     'http://localhost:8080/api/stable/auth/logout'





Example response:

{
    "data": {
        "message": "JWT was revoked",
        "sessionId": "4e1a57bebab9a87faa413934015d9e2ae83cff39cce3b55b02a55e68392964b3"
    },
    "status": true
}





Other responses:


	403


	404


	500






GET /api/stable/auth/token

Lists all granted JWTs to given account.

Required roles:


	systemAdmin (if wanting to act as other user)




Optional query string parameters:


	userName




Example:

curl -s -X GET -H 'Authorization: Bearer eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJleHAiOjE5NjEyNzkxNDcsImxvZ2luIjoiYWRtaW4iLCJvcmlnX2lhdCI6MTY0NTkxOTE0N30.f8ANZup-rifDwTVUNsm9dEFerOjLh2Wsqz8IBw0j3zk' \ 
     -H 'Content-Type: application/json' \
     'http://localhost:8080/api/stable/auth/token'





Example response (200):

{
    "data": {
        "grantedAccesses": [
            {
                "CreatedAt": "2022-02-27T00:45:47.256269+01:00",
                "UpdatedAt": "2022-02-27T00:45:47.256269+01:00",
                "DeletedAt": null,
                "id": "8c313de003f20bd34f78c6fd26c3f5943e6339b744e111569d9ed1d121796839",
                "expiresAt": "2032-02-25T00:45:47.255996+01:00",
                "deactivated": false,
                "description": "Login",
                "requesterIP": "1.2.3.4",
                "user": "admin"
            }
        ]
    },
    "status": true
}









          

      

      

    

  

    
      
          
            
  
User creation guide

By using kind: BackupUser custom resource definition create a user in a GitOps-way.

backupuser.yaml

---
apiVersion: backups.riotkit.org/v1alpha1
kind: BackupUser
metadata:
    name: admin
spec:
    # best practice is to set this e-mail to same e-mail as GPG key owner e-mail (GPG key used on client side to encrypt files)
    email: example@example.org
    deactivated: false
    organization: "Riotkit"
    about: "System administrator"
    passwordFromRef: 
        name: backup-repository-passwords
        entry: admin
    restrictByIP:
        - 1.2.3.4
    roles:
        - systemAdmin






:information_source: Passwords are not stored in plain-text inside kind: BackupUser custom resource definition




Generate a password and encode it. backup-repository CLI will encode the password with Argon2 and base64.

PASSWORD=$(openssl rand -base64 $((1024*1024)) | sha512sum -)
backup-repository --encode-password="${PASSWORD}"





Create a kind: Secret referenced in kind: BackupUser, it will store user password in hashed form.
Password hashed and encoded by backup-repository can be inserted into data section (not in stringData as it is already base64 encoded).

secret.yaml

---
apiVersion: v1
kind: Secret
metadata:
    name: backup-repository-passwords
type: Opaque
data:
    # admin: admin
    # to generate: `backup-repository --encode-password "admin"
    admin: "JGFyZ29uMmlkJHY9MTkkbT02NTUzNix0PTEscD00JHpuVy9IT2Y4Q3RkdStvNSttYlR2REE9PSRaZlVpRGl2QWV2T2RZNndKYWJBb0FQdmM1a1hsemxDNkg2OFY2dGVmNUY0PQ=="





Apply user and password to the cluster.

# notice: The namespace should match Backup Repository namespace
kubectl apply -f secret.yaml -n backups
kubectl apply -f backupuser.yaml -n backups





Generate a token allowing to operate on Backup Repository API.

PASSWORD="..."
curl -X POST -d '{"username":"admin","password":"${PASSWORD}"}' -H 'Content-Type: application/json' 'http://localhost:8080/api/stable/auth/login' -k





Copy the token from the repsponse and keep it safe - it will allow to perform interactions with API as your user.

{
    "data": {
        "expire": "2032-05-25T05:56:45Z",
        "sessionId": "xxxxxxxxxxxxx-USE-THIS-SESSION-ID-TO-REVOKE-YOUR-TOKEN-xxxxxxxxxxxxxxxxxxxxxxx",
        "token": "xxxxxxxxxxxxxxxxxx-COPY-THIS-SECRET-TOKEN-TO-ACCESS-YOUR-API-xxxxxxxxxxxxxxxxxxxxxxxxxxxx"
    },
    "status": true
}
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